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Background 
 

A 65-year-old woman presented to the outpatient surgery department of one of the most respected hospitals 

in the United States for a relatively routine procedure, a trigger finger release on her left hand. Instead, the 

surgeon performs a completely different procedure—a carpal tunnel release. How could this happen? 

 
Medicine has traditionally treated errors as failings on the part of individual providers, reflecting inadequate 

knowledge or skill. The systems approach, by contrast, takes the view that most errors reflect predictable 

human failings in the context of poorly designed systems (e.g., expected lapses in human vigilance in the 

face of long work hours or predictable mistakes on the part of relatively inexperienced personnel faced with 

cognitively complex situations). Rather than focusing corrective efforts on punishment or remediation, the 

systems approach seeks to identify situations or factors likely to give rise to human error and change the 

underlying systems of care in order to reduce the occurrence of errors or minimize their impact on patients.
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The modern field of systems analysis was pioneered by the British psychologist James Reason, 

whose analysis of industrial accidents led to fundamental insights about the nature of preventable 

adverse events. Reason's analysis of errors in fields as diverse as aviation and nuclear power 

revealed that catastrophic safety failures are almost never caused by isolated errors committed by 

individuals. Instead, most accidents result from multiple, smaller errors in environments with serious 

underlying system flaws. Reason introduced the Swiss Cheese model to describe this phenomenon. 

In this model, errors made by individuals result in disastrous consequences due to flawed 

systems—the holes in the cheese. This model not only has tremendous explanatory power, it also 

helps point the way toward solutions— encouraging personnel to try to identify the holes and to both 

shrink their size and create enough overlap so that they never line up in the future. 

 
 

 
 
 
 
 
 
 
 
 
 
 

Figure. The Swiss Cheese Model of Medical Errors 
 

Another of Reason's key insights, one that sadly remains underemphasized today, is that human error is inevitable, 

especially in systems as complex as health care. Simply striving for perfection—or punishing individuals who make 

mistakes—will not appreciably improve safety, as expecting flawless performance from human beings working in 

complex, high-stress environments is unrealistic. The systems approach holds that efforts to catch human errors 
before they occur or block them from causing harm will ultimately be more fruitful than ones that seek to 
somehow create flawless providers. 

 
Reason used the terms active errors and latent errors to distinguish individual from system errors. Active 

errors almost always involve frontline personnel and occur at the point of contact between a human and some 

aspect of a larger system (e.g., a human–machine interface). By contrast, latent errors are literally accidents 

waiting to happen, failures of organization or design that allow the inevitable active errors to CAUSE harm. 

Active Errors vs. 
Latent Errors 

The Swiss Cheese Model is a model of 
Medical Error Prevention which likens human 
systems to multiple slices of Swiss Cheese, 
stacked side by side – in which the risk of a 
threat becoming a reality is mitigated by the 
differing layers and types of defenses which 
are "layered" behind each other. Therefore, in 
theory, lapses and weaknesses in one defense 
do not allow a risk to materialize, since other 
defenses also exist, to prevent a single point of 
failure. [D. Orlandella and J. Reason, 2000] 

https://psnet.ahrq.gov/issue/human-error
https://psnet.ahrq.gov/issue/human-error
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The terms sharp end and blunt end correspond to active error and latent error. Personnel at the sharp end may literally be holding 

a scalpel when the error is committed, (e.g., the surgeon who performed the incorrect procedure) or figuratively be administering 

any     kind of treatment. The blunt end refers to the many layers of the health care system not in direct contact with patients, but 

which  influence the personnel and equipment at the sharp end that come into contact with patients. The blunt end thus consists of 

those       who set policy, manage health care institutions, or design medical devices, and other people and forces, which—though 

removed in   time and space from direct patient care—nonetheless affect how care is delivered. 
 

Errors at the sharp end can be further classified into slips and mistakes, based on the cognitive psychology of task-oriented 

behavior. Attentional behavior is characterized by conscious thought, analysis, and planning, as occurs in active problem solving. 

Schematic behavior refers to the many activities we perform reflexively, or as if acting on autopilot. In this construct, slips represent 

failures of schematic behaviors, or lapses in concentration, and occur in the face of competing sensory or emotional distractions, 

fatigue, or stress. Mistakes, by contrast, reflect incorrect choices, and more often reflect lack of experience, insufficient training, or 

outright negligence. 

 
The work of James Reason and Dr. Charles Vincent, another pioneer in the field of error analysis, has established a commonly 

used classification scheme for latent errors that includes causes ranging from institutional factors (e.g., regulatory pressures) to 

work environmental factors (e.g., staffing issues) and team factors (e.g., safety culture). These are discussed in more detail in the 

Root   Cause Analysis Primer. 

 
In the incorrect surgery case, the active, or sharp end, error was quite literally committed by the surgeon holding the scalpel. As in 

most cases, the active error is better classified as a slip, despite the complexity of the procedure. The surgeon was distracted by 

competing patient care needs (an inpatient consultation) and an emotionally taxing incident (a previous patient suffered extreme 

anxiety immediately postoperatively, requiring him to console her). However, analysis of the incident also revealed many latent, or 

blunt end, causes. The procedure was the surgeon's last of six scheduled procedures that day, and delays in the outpatient surgery 

suite had led to production pressures as well as unexpected changes in the makeup of the operating room team. Furthermore, the 

patient only spoke Spanish and no interpreter was available, meaning that the surgeon (who also spoke Spanish) was the only 

person to communicate directly with the patient; this resulted in no formal time-out being performed. Computer monitors in the 

operating room had been placed in such a way that viewing them forced nurses to turn away from the patient, limiting their ability to 

monitor the surgery and perhaps detect the incorrect procedure before it was completed. 

https://psnet.ahrq.gov/issue/understanding-and-responding-adverse-events
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Analyzing Errors Using the Systems Approach 

 
The systems approach provides a framework for analysis of errors and efforts to improve safety. There are many specific techniques 

that can be used to analyze errors, including retrospective methods such as root cause analysis (or the more generic term systems 

analysis) and prospective methods such as failure modes effect analysis. Root cause analysis (and similar retrospective analysis 

techniques) is discussed in more detail in the dedicated Primer. 

 
Failure Modes Effect Analysis (FMEA) attempts to prospectively identify error-prone situations, or failure modes, within a specific 

process of care. FMEA begins with identifying all the steps that must occur for a given process to occur. Once this process mapping is 

complete, the FMEA then continues by identifying the ways in which each step can go wrong, the probability that each error can be 

detected, and the consequences or impact of the error not being detected. The estimates of the likelihood of a particular process 

failure, the chance of detecting such failure, and its impact are combined numerically to produce a criticality index. This criticality index 

provides a rough quantitative estimate of the magnitude of hazard posed by each step in a high-risk process. Assigning a criticality 

index to each step allows prioritization of targets for improvement. 

 
For instance, an FMEA analysis of the medication-dispensing process on a general hospital ward might break down all steps from 

receipt of orders in the central pharmacy to filling automated dispensing machines by pharmacy technicians. Each step in this process 

would be assigned a probability of failure and an impact score, so that all steps could be ranked according to the product of these two 

numbers. Steps ranked at the top (i.e., those with the highest criticality indices) would be prioritized for error proofing. 

 
FMEA makes sense as a general approach and has been used in other high-risk industries. However, the reliability of the technique 

and its utility in health care are not clear. Different teams charged with FMEA makes sense as a general approach and has been used 

in other high-risk industries. However, the reliability of the technique and its utility in health care are not clear.  Different teams charged 

with analyzing the same process may identify different steps in the process, assign different risks to the steps, and consequently 

prioritize different targets for improvement. Similar concerns have been raised about root cause analysis. 

https://psnet.ahrq.gov/primer/root-cause-analysis
https://psnet.ahrq.gov/issue/failure-mode-and-effect-analysis-reliable
https://psnet.ahrq.gov/issue/effectiveness-and-efficiency-root-cause-analysis-medicine
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Developing Solutions for Active and Latent Errors 
 

In attempting to prevent active errors, the differentiation between slips and mistakes is crucial, as the solutions to these two types of errors are 

very different. Reducing the risk of slips requires attention to the designs of protocols, devices, and work environments—using checklists so key 

steps will not be omitted, implementing forcing functions to minimize workarounds, removing unnecessary variation in the design of key devices, 

eliminating distractions from areas where work requires intense concentration, and implementing other redesign techniques. Reducing the 

likelihood of mistakes, on the other hand, typically requires more training or supervision, perhaps accompanied by a change in position if the 

mistake is made habitually by the same worker, or disciplinary action if it is due to disruptive or unprofessional behavior. Although slips are vastly 

more common than mistakes, health care has typically responded to all errors as if they were mistakes, resorting to remedial education and/or 

added layers of supervision. 

 

Such an approach may have an impact on the behavior of an individual who committed an error but does nothing to prevent other frontline 

workers from committing the same error, leaving patients at risk of continued harm unless broader, more systemic, solutions are implemented. 
 

Addressing latent errors requires a concerted approach to revising how systems of care work, how protocols are designed, and how individuals 

interact with the system. Specific solutions thus vary widely depending on the type of latent error, the severity of the error, and the availability of 

resources (financial, time, and personnel) available to address the problem. An appropriate systems approach to improving safety requires 

paying attention to human factors engineering including the design of protocols, schedules, and other factors that are routinely addressed in 

other high-risk industries but are only now being analyzed in medicine.  

 

Creating a culture of safety in which reporting of active errors is encouraged,  analysis of errors to identify latent causes is standard, 
and frontline workers are not punished for committing slips – these are essential for finding and fixing systematic flaws in health care 
systems. 

 

 
                              

https://psnet.ahrq.gov/primer/culture-safety
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CEU By Net Notation:  The following is an excerpt from the Journal Article,  
“Medication Errors:  Definitions and Classification” – with content specifically  
applying to the CEU By Net online continuing education course  
‘Course 2M – Risk Management of Medical Errors.’ 
 

To understand medication errors and identify preventive strategies, and to set in context the papers 
on medication errors in this special issue of the British Journal of Clinical Pharmacology, it is 
necessary to define the term ‘medication error’ and associated terms and to classify the different  
types of error. 
 

A medication error 
 
. . . a medication error can be defined as ‘a failure in the treatment process that leads to,  or has the 
potential to lead to, harm to the patient’ [15].   
 

• The  use of the term ‘failure’ signifies that the process has fallen   below some attainable 
standard.  
 

• The ‘treatment process’ includes treatment for symptoms or their causes or investigation or 
prevention of disease or physiological changes.   It includes not only therapeutic drugs but 
also the compounds referred to above. It also includes the manufacturing or compounding, 
prescribing, transcribing (when relevant), dispensing, and administration of a drug, and the 
subsequent monitoring of its effects.  

 
• ‘Harm’ in the defini tion also implies ‘lack of benefit’,  a form of treatment failure.    Note that the 

definition does not specify who makes the  error – it could be a doctor, a nurse, a pharmacist, a 
carer, or  another; nor does it specify who is responsible for prevent ing errors. 

 
 
 

Medication errors: definitions 
and classification 
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Figure 2. 
 

 
 

Figure 2 
The classification of medication errors based on a psychological approach (reproduced from reference 15, with permission from Wolters Kluwer Health/ 
Adis©; Adis Data Information BV (2006); all rights reserved) 

 

Classification of medication errors 
 
Different definitions of medication errors have been tested, as all technical definitions should be. In 
this case it   was done by devising scenarios and determining which would constitute an error under 
each of the definitions. 
 
The best way to understand how medication errors happen and how to prevent them is to consider their 
classification, which can be contextual, modal, or psychologi cal. Contextual classification deals with 
the specific time,  place, medicines, and people involved. Modal classification  examines the ways in 
which errors occur (e.g. by omission,    repetition, or substitution).  
 
However, classification based on     psychological theory [21] is to be preferred, as it explains events 
rather than merely describing them. Its disadvantage is that it concentrates on human error rather than 
systems sources of errors. These classifications have been discussed in detail elsewhere [15].   
 
. . . This approach yields four broad types of medication error (numbered 1–4 in Figure 2).  
 
Mistakes can be divided into  
 

(i) knowledge-based errors and  
(ii) rule-based errors.  

 
Failures of skill can be divided into  
 

(iii) action-based  errors (’slips’, including technical errors) and  
(iv) memory-based errors (‘lapses’). 

 
1. KNOWLEDGE-BASED ERRORS can be related to any type of knowledge, general, specific, or 

expert. It is general knowl edge that penicillins can cause allergic reactions; knowing that your 
patient is allergic to penicillin is specific know- edge; knowing that co-fluampicil contains penicillin 
is expert knowledge. Ignorance of any of these facts could lead to a knowledge-based error. 

Errors 
When actions are intended but not performed 

Mistakes 
Errors in planning actions 

Skill-based errors (slips and lapses) 
Errors in executing correctly-planned actions 

1. Knowledge- 
based errors 

2. Rule-based 
errors 

3. Action-based 
errors (slips) 

4. Memory-based 
errors (lapses) 

2a. Good rules 
not applied or 
misapplied 

2b. Bad rules 
3a. Technical 

errors 
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2. RULE-BASED ERRORS can further be categorized as (a) the misapplication of a good rule or the 

failure to apply a good  rule; and (b) the application of a bad rule. 
 

3. AN ACTION-BASED ERROR is defined as ‘the performance  of an action that was not what was 
intended’ [23]. A slip  of the pen, when a doctor intends to write diltiazem but  writes diazepam, is an 
example. [Or adding the wrong amount of drug to an infusion bottle.] 
 
• Technical Errors form a subset of action-based errors. They have been defined as occurring 

when ‘. . . the wrong  outcome is produced because the execution of an action  was imperfect’ 
[24].  An example is the addition to an infusion bottle of the wrong amount of drug [25]. 

 
4. MEMORY-BASED ERRORS occur when something is forgotten; for example, giving penicillin, 

knowing the patient to  be allergic, but forgetting. 
 

 
Preventing errors through classification 
 

This classification [system] can help understand how errors can be  prevented, as discussed in detail 
elsewhere [15]. 

            
1. KNOWLEDGE-BASED ERRORS can obviously be prevented  by improving knowledge, e.g. by 

ensuring that students are taught the basic principles of therapeutics [26, 27] and  tested on their 
practical application [28] and that prescribers are kept up to date. Computerized decision-support 
systems can also train prescribers to make fewer errors  [29, 30]. 
 

2. RULE-BASED MISTAKES that result from applying bad rules, or misap plying or failing to apply 
good rules (rule-based errors), can  be prevented by improving rules. 
 

3.  ACTION-BASED ERRORS.   Training can help in preventing technical (action-based) errors. 
 

4. MEMORY-BASED ERRORS are the most difficult to prevent. They are best tackled by putting in 
place systems that detect such errors and allow remedial actions. Check lists and computerized 
systems can help. 

 
 
Conclusion 

Medication errors, which can lead to adverse drug reac tions, require clear and unambiguous 
definitions, so that patients, prescribers, manufacturers, and regulators can all  understand each other. 
The classification of medication errors on the basis of the underlying psychological mechanisms, 
based on how errors occur, can suggest strategies  that help to reduce their occurrence. 
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This is the END of Study Guide 2, and the end of CEU By Net’s 
online ‘Course 2M, Risk Management of Medical Errors.’  You 
must  pass the quizzes for both Study Guide 1 and Study Guide 2, 
plus complete and submit the Feedback Form,  to download 
your CE Certificate for Course 2M. Please return to your My 
Home Page to access the links to quizzes. 
 
 
Cheers! 
CEU By Net LLC 
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